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Technical section:

Scanner
version

Statistics:
Number of containers
Number of images

Summary section:

Top 5 vulnerable images by count:

Image Tag Critical | High Other

weaveworksdemos/carts 0.4.8 9 5 55
library/mongo latest 7 0 34
weaveworksdemos/catalogue 0.3.5 5 4 21
weaveworksdemos/catalogue-db 0.3.0 1 5 20
weaveworksdemos/front-end 0.3.12 0 3 17

Top 5 vulnerabilities by score:

Name Severity Score Affected pods

CVE-2019-20920 high 8.1 1
CVE-2020-7788 high 7.3 2
CVE-2020-15999 medium 6.5 1
CVE-2020-1971 medium 5.9 1
CVE-2020-8908 low 33 1

Top 5 failed workload configs:

true Name Severity Category Affected pods
false memoryLimitsMissing warning Resources 10

false notReadOnlyRootFilesystem warning Security 10

false livenessProbeMissing warning Health Checks 8

false runAsRootAllowed warning Security 7

false cpuRequestsMissing warning Resources 6




Details section (Do not repeat replicated pods with the same image in the same deployment)

Deployment name:

carts

Image name:

weaveworksdemos/carts:0.48

Vulnerabilities

129 CRITICAL

341 HIGH

393 MEDIUM

47 LOW

Failed Configs

2 Danger

10 Severe

15 Warning

Only critical and high vulnerabilities

ID Severity

Resource

Installed Version

Fixed Version

CVE-2018-1312

CRITICAL

apache2-data

2.4.10-10+deb8u7

2.4.10-10+deb8u12

Only failed configs

PASS

ID

Severity

Category

false

cpuLimitsMissing

warning

Resources

... More details section of other deployments/images.




